Privacy
Protecting your privacy and keeping your personal information confidential is very
important to us. We're bound by the Privacy Act 1988, including the Australian Privacy
Principles (APPs) set out in the Act, when we handle your personal information.
The ExoLover Pty Ltd Privacy Policy (Policy) outlines how we maintain your privacy
when handling your personal information if you're a client, a visitor to one of our
websites or a member of the public, in Australia.
By using or accessing the Service in any manner, you acknowledge that you accept
and agree to the terms, practices and policies outlined in this Privacy Policy, and you
hereby consent that we may collect, use, and share your information as set forth
below.
This policy does not apply to any website, product or service of any third-party
company even if the website or application links to (or from) the Service. Exolover
does not operate those websites, products, or services - please always review the
privacy practices of a company before deciding whether to provide any information to
them.

Information we collect
In general, we collect information in a number of ways, including (i) when a client or
end-user provides it directly to us via the Website and/or Service, (ii) when we obtain
end-user information through trusted third parties, (iii) through your continued access
of the Service, including data passively collected through technology such as web
analytics. The types of information we collect and our use of that information will
depend on whether you are a Website Visitor, Client, or End-User.
By signing up for the Service, whether directly on our site, with one of the third-party
applications that uses our software, or by any other means, you consent to these
terms. Some features of the Service allow you to provide content, including financial
credentials and information, to the Service. All content submitted by you to the Service
or collected on your behalf from a third-party (e.g., client) application or a financial
institution (e.g., a bank) may be retained by us indefinitely, even after you terminate
your account. We may continue to disclose such content to third parties in a manner
that does not reveal Personal Information, as described in this Privacy Policy.

Web analytics and IP Addresses
We automatically receive and record information from your web browser when you
interact with the Service, including your incomplete IP address and country location.
This information is used for fighting spam/malware and also to facilitate the
collection of data concerning your interaction with the Service (e.g., what links you

have clicked on). Generally, the Service automatically collect usage information, such
as the number and frequency of visitors to the Site. We may use this data in aggregate
form, that is, as a statistical measure, but not in a manner that would identify you
personally. This type of aggregate data enables us and third parties authorised by us
to figure out how often individuals use parts of the Service so that we can analyse and
improve them.

Website visitors
To simply browse our Website, you are not required to provide any Personal
Information. However, we may gather non-personally-identifiable information, as
described directly above, just for the purposes of monitoring and improving our
Website and the Service. We will not share this information with third parties except
as a necessary part of providing our Website and the Service, nor will we use it to
target any advertisements to you. Of course, if you sign up with or use any of our
services, more information is shared.

Clients
When you use ExoLover services as a client, whether paid or unpaid, we will gather
and store any information that you provide directly to us. Any and all test and/or live
users that sign up as an end-user of your services fall under the end-user category. If
you sign up for a paid account, we will also store the relevant data required to
complete your transaction(s). We may also rely on a third-party payment processor to
complete transactions, and all data shared with them falls under their own privacy
policies. Further, we will collect and associate all relevant end-user data with your
client account. We may additionally collect information on the IP addresses, devices,
and locations used to access ExoLover which may be linked to your account for fraud
detection and prevention purposes. Finally, we may collect additional data for identity
verification on an as-needed based determined at our own sole discretion.

End-Users
As an end-user of any application that utilises the Service, whether via a client or other
third-party, directly via use of our API or other services, or through an application built
by us directly, you are agreeing to share information with us accordingly you are
enabling us to interact with you with your consent. We may also retrieve information
pertaining to usage of our client applications and other general activity that comes
through the use of the Service.
We collect statistical information about how both unregistered and registered users,
collectively, use the Service ("Aggregate Information"). Some of this information is
derived from Personal Information. This statistical information is not Personal
Information and cannot be tied back to you, your Account or your web browser.

How We Use Personal Information
ExoLover uses your Personal Information as follows:

•

•
•

•
•

•

To operate and maintain the Service (such as, overall operating and
maintenance, providing customer service, fixing malfunctions, testing our
security systems, etc.).
To provide you with the features, functions and benefits of the Service (such
as, displaying to information regarding your financial accounts).
To enhance, improve, add to and further develop the Service (such as, creating
new features or functions, refining or personalising the user experience,
increasing Service technical performance, etc.).
We will use your contact information to provide you with Service notifications.
To help personalise the Service experience for you (such as, remembering your
information so you will not have to enter it each time you use the Service or
providing you with offers, advertisements or features you may like).
And for the other purposes referenced in the "Sharing and Disclosure" section
below (such as, for the purposes of legal compliance).

Sharing and disclosure of your Personal Information
ExoLover does not sell or rent any personal information to marketers or third parties
that have not been explicitly authorised (e.g., in the case of a client).
We may share your Personal Information with trusted third parties who are integral to
the operation of our Website as well as any third parties that you have directly
authorised to receive your Personal Information.
We may store your Personal Information in locations outside the direct control of
ExoLover, for instance, on servers or databases co-located with hosting providers.
If you authorise an application to access your ExoLover account, you acknowledge
that we may share financial information with the third party that provides the
authorised application. The use of your information by such third party will be subject
to their applicable privacy policy, which you should carefully review.
We may also disclose your Personal Information to law enforcement, government
officials, or other third parties if required by law or we believe in good faith that the
disclosure is necessary to prevent physical harm or financial loss, to report suspected
illegal activity, or to investigate violations of our Terms of Service.
We may occasionally email you with information about offers or new services. You
can opt out of these email communications by replying with unsubscribe in the subject
line, or via an unsubscribe link included in such communications. However, you will
continue to receive certain email communications related to your account including
information regarding transactions and your relationship with ExoLover.

Protection of information
We take all reasonable steps to ensure that the personal information we collect, use
or disclose is accurate, complete, up-to-date and relevant and stored securely.
Although no data transmission can be guaranteed to be 100% secure, we take
reasonable steps to ensure that your Personal Information is accurate, complete, up-

to-date, relevant and stored securely. We also take all reasonable steps to ensure that
the personal information we hold is protected from misuse, interference and loss and
unauthorised access, modification or disclosure by use of various methods including
access limitation, and Secure Socket Layer (SSL) encryption technology to safeguard
the account registration process and sign-up information.

Changes to this policy
We reserve the right to make changes to this Policy from time to time. Please review
this Policy periodically to check for updates. If any changes are material and/or
retroactive, we may provide additional notice and/or an opportunity to “opt-in,” as
appropriate under the circumstances. We may also advise you of changes to this
policy by emailing and/or mailing the revised policy to the address you provide us.

Contact Us
Email: support@exolover.io

